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3.1

INTRODUCTION

The Haberdashers’ Company (the “Company”) is committed to complying with its data
protection obligations, and to being concise, clear and transparent about how it obtains and
use personal information, and how (and when) it deletes that information once it is no longer
required.

This policy sets out how we comply with our data protection obligations set out in Retained
Regulation (EU) 2016/679 (the “UK GDPR”) and the Data Protection Act 2018 (“DPA”), and
seek to protect the personal information of our members, staff, trustees, donors, school
governors, beneficiaries, service users and other third parties who may come into contact with
the Company.

The aim of this policy is to ensure that staff (as defined below, 2.1) understand and comply with
the rules governing the collection, use and deletion of personal data to which they may have
access in the course of their work.

The Company has appointed the Director of Finance as the person with overall responsibility
for data protection compliance within the Company. Any questions about this policy or requests
for further information should be directed to them wusing the following details:
fd@Haberdashers.co.uk.

SCOPE

This policy is aimed at to all staff and other officers of the Company including employees,
trustees, interns, volunteers, consultants, external contractors, casual workers, and members
of the Court of Wardens, the Membership and Appointments Committee, the Charities
Committee and the Finance Committee (“Members”).

Staff and Members should refer to the Company’s privacy notices and, where appropriate, other
relevant policies including those relating to ICT and data retention which contain further
information regarding the protection of personal data in those contexts.

We will review and update this policy on an annual basis in accordance with our data protection
obligations. This policy does not form part of any employee’s contract of employment and we
may amend, update or supplement it from time to time. We will circulate any new or modified
policy to staff when it is adopted.

All staff are required to read and confirm that they understand this policy.
DEFINITIONS

This policy uses the following definitions:

Term Meaning

Criminal offence data means all personal data relating to criminal
convictions and offences or related security
measures (including information about criminal
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4.1

Term

Meaning

activity, allegations or suspicions, investigations and
proceedings);

Data subject

means an individual to whom personal data relates,

Personal data

means any information relating to an individual where
the individual can be identified (directly or indirectly)
from that data alone or in combination with other
available information;

Personal data breach

means a breach of security leading to the accidental
or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data or special
category data transmitted, stored or otherwise
processed,

Processed / Processing

means any actions performed on personal data,
including collecting, recording, organising,
structuring, storing, modifying, consulting, using,
publishing, combining, erasing, and destroying data.

Special category personal data

means personal data afforded special protection by
the UK GDPR. This includes, information about an
individual's race, ethnic origin, political opinions,
religious or philosophical beliefs, trade union
membership  (or  non-membership), genetic
information, biometric information (where used to
identify an individual) and information concerning an
individual’'s health, sex life or sexual orientation;

Information
Office or ICO

Commissioner’s

means the UK’s independent data protection and
information regulator.

DATA PROTECTION PRINCIPLES

When processing personal data, the Company and its staff must comply with the data protection
principles that are set out in Article 5 of the UK GDPR as follows:

4.1.1 we will process personal information lawfully, fairly and in a transparent manner
(‘lawfulness, fairness and transparency’);

4.1.2 we will collect personal information for specified, explicit and legitimate purposes only,
and will not process it in a way that is incompatible with those legitimate purposes
(‘purpose limitation’);

4.1.3 we will only process the personal information that is adequate, relevant and necessary
for the relevant purposes (‘data minimisation’);
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4.2
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41.4

4.1.5

4.1.6

we will keep accurate and up to date personal information, and take reasonable steps
to ensure that inaccurate personal data is deleted or corrected without delay
(‘faccuracy’);

we will keep personal data in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the information is processed
(‘storage limitation’); and

we will take appropriate technical and organisational measures to ensure that personal
data is kept secure and protected against unauthorised or unlawful processing, and
against accidental loss, destruction or damage (‘integrity and confidentiality’);

In addition, the Company is also responsible for, and must be able to demonstrate compliance
with the above principles (‘faccountability’). This means that the Company will:

42.1

4.2.2

4.2.3

424

425

4.2.6

4.2.7

4.2.8

inform individuals about how and why we process their personal data, usually by way
of a privacy notice;

be responsible for checking the quality and accuracy of the information;

regularly review the records held to ensure that information is not held longer than is
necessary, and that it has been held in accordance with our records retention policy;

ensure that when information is authorised for disposal it is disposed of / deleted
appropriately;

ensure appropriate security measures to safeguard personal information whether it is
held in paper files or electronically, and follow the requirements set out in our ICT policy
at all times;

share personal information with others only when it is necessary and legally appropriate
to do so;

set out clear procedures for responding to requests for access to personal information
known as subject access requests and other rights exercised by individuals in
accordance with the UK GDPR,;

report any actual or suspected personal data breaches without delay to the Director of
Finance.

LAWFULNESS, FAIRNESS AND TRANSPARANCY

The Company is responsible for ensuring that personal data is processed in a lawful, fair and
transparent way. In relation to any processing activity we will, before the processing begins,
and then regularly while it continues:

51.1

review the purposes of the particular processing activity, and identify which of the
following legal bases for processing (as set out in Article 6 of the UK GDPR) is most
appropriate:

(a) that the data subject has consented to the processing;

(b) that the processing is necessary for the performance of a contract to which
the data subject is party or in order to take steps at the request of the data
subject prior to entering into a contract;
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6.1

(c) that the processing is necessary for compliance with a legal obligation to
which the Company is subject;

(d) that the processing is necessary for the protection of the vital interests of
the data subject or another natural person;

(e) that the processing is necessary for the purposes of legitimate interests of
the Company or a third party, except where those interests are overridden by
the interests of fundamental rights and freedoms of the data subject.

5.1.2 except where the processing is based on consent, satisfy ourselves that the processing
is necessary for the purpose of the relevant lawful basis (i.e. that there is no other
reasonable way to achieve that purpose);

5.1.3 include information about both the purposes of the processing and the lawful basis for
it in our relevant privacy notice(s);

5.1.4 where special category personal data or criminal offence data is processed, also
identify a lawful condition (as set out in Articles 9 and 10 of the UK GDPR, and
Schedule 1 of the DPA 2018) for processing this type of information, and document it.

When determining whether the legal basis of legitimate interests is appropriate, we will:

5.2.1 carry out a legitimate interests assessment (“LIA”) (a type of light-touch risk
assessment) and keep a record of it, to ensure that we can justify our decision;

5.2.2 if the LIA identifies a significant risk to an individual’s data protection rights, consider
whether we also need to conduct a data protection impact assessment (see section 6);

5.2.3 keep the LIA under review, and repeat it if circumstances change; and
5.2.4 include information about our legitimate interests in our relevant privacy notice(s).

Where processing of personal data is likely to result in a high risk to individuals, we will, before
commencing the processing, carry out a data protection impact assessment (‘DPIA”) to assess:

5.3.1 whether the processing is necessary and proportionate in relation to its purpose;
5.3.2 therisks to individuals; and

5.3.3 what measures can be put in place to address those risks and protect personal
information.

In order to comply with its transparency obligations, the Company will issue privacy notices
from time to time, informing data subjects about the personal data that we collect and hold, how
they can expect personal data to be used and for what purposes. We will take appropriate
measures to provide information in privacy notices in a concise, transparent, intelligible and
easily accessible form, using clear and plain language.

PURPOSE LIMITATION

Personal data must be collected only for specified, explicit and legitimate purposes. It must not
be further processed in any manner incompatible with the purpose(s) identified.
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7.2

8.1

8.2

9.1

9.2

9.3

10

10.1

You must not use personal data for new, different or incompatible purposes from that disclosed
when it was first obtained unless you have informed the data subject of the new purposes and
they have consented where necessary.

DATA MINIMISATION

The Company will ensure that it limits the processing of personal data adequate, relevant and
limited to what is necessary in relation to the purposes for which it is processed.

You may only collect personal data to the extent required for your duties, and should ensure
that any personal data collected is adequate and relevant for the intended purposes. In order
to do this, you should:

7.2.1 minimise the processing of personal data, for example, through redaction and the
deletion of long emails trails;

7.2.2 anonymise personal data where appropriate;

7.2.3 pseudonymise personal data where possible, for example, through the use of initials
rather than full names; and

7.2.4 ensure that when personal data is no longer needed, it is deleted in accordance with
the records retention policy.

ACCURACY

Personal data must be accurate and kept up to date. It must be corrected or deleted without
delay when it is inaccurate.

Staff and Members are responsible for helping the Company keep their personal data up to
date. You should let the Director of Finance know if the information you have provided to the
Company changes, for example if you move house or change details of the bank or building
society account to which you are paid.

STORAGE LIMITATION

Personal data should not be kept in an identifiable form for any longer than is necessary for the
purposes for which the personal data is processed.

The length of time over which data should be retained will depend upon the circumstances,
including the reasons why the personal information was obtained. Staff should follow guidance
contained in the records retention policy, which sets out the relevant retention period, or the
criteria that should be used to determine the retention period.

Personal information that is no longer required will be deleted permanently from our information
systems and any hard copies will be destroyed securely.

INTEGRITY AND CONFIDENTIALITY
The Company will use appropriate technical and organisational measures in accordance with

our ICT policy to keep personal information secure, and in particular to protect against
unauthorised or unlawful processing and against accidental loss, destruction or damage.
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11.2

11.3

11.4

Before any new agreement involving the processing of personal information by an external
organisation is entered into, or an existing agreement is altered, the relevant staff must seek
approval of its terms by the Director of Finance.

All staff have an obligation to report actual or suspected personal data breaches to the Director
of Finance immediately upon discovery.

DOCUMENTATION AND RECORDS

We will keep written records of processing activities which are high risk, i.e. which may result
in a risk to individuals’ rights and freedoms or involve special category data or criminal offence
data, including:

11.1.1 the purposes of the processing;
11.1.2 a description of the categories of individuals and categories of personal data;
11.1.3 categories of recipients of personal data;

11.1.4 where relevant, details of transfers of personal data outside the UK, including
documentation of the transfer mechanism safeguards in place;

11.1.5 where possible, retention schedules; and

11.1.6 where possible, a description of technical and organisational security measures.
As part of our record of processing activities we document, or link to documentation, on:
11.2.1 information required for privacy notices;

11.2.2 records of consent;

11.2.3 controller-processor contracts;

11.2.4 the location of personal information;

11.2.5 DPIAs; and

11.2.6 records of personal data breaches.

If we process special category data or criminal offence data, we will keep written records of:

11.3.1 the relevant purpose(s) for which the processing takes place, including (where
required) why it is necessary for that purpose;

11.3.2 the lawful basis and additional conditions relied upon to process this information; and

11.3.3 whether we retain and erase the personal information in accordance with our records
retention policy and, if not, the reasons for not following the records retention policy.

We will conduct regular reviews of the personal information we process and update our
documentation accordingly.
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16.1

INDIVIDUAL OBLIGATIONS

If you have access to personal information in the course of your work with the Company as a
member of Staff or as a Member, the Company expects you to help meet its data protection
obligations to the individuals concerned.

If you have access to personal data, you must:

12.2.1 only access the personal data that you have authority to access, and only for authorised
purposes;

12.2.2 only allow other staff to access personal data if they have appropriate authorisation;

12.2.3 only allow individuals who are not staff to access personal data if you have specific
authority to do so from the Director of Finance; and

12.2.4 Kkeep personal data secure.
INTERNATIONAL TRANSFERS

The Company may transfer personal data outside the UK the basis that that country, territory
or organisation is designated as having an adequate level of protection, or that the organisation
receiving the information has provided adequate safeguards to ensure the protection of
personal data.

TRAINING

The Company will ensure that all staff and Members are adequately trained regarding their data
protection responsibilities. Individuals whose roles require regular access to personal data, who
are responsible for implementing this policy, or responding to information requests, will receive
additional training to help them understand their duties and how to comply with them.
CONSEQUENCES OF FAILING TO COMPLY

The Company takes compliance with this policy very seriously. Failure to comply with the policy:
15.1.1 puts at risk the individuals whose personal information is being processed; and

15.1.2 carries the risk of significant sanctions for the individual and the Company; and

15.1.3 may, in some circumstances, amount to a criminal offence by the individual.

Because of the importance of this policy any failure to comply with any requirement of it may
lead to disciplinary action, which may result in termination of your relationship with the
Company.

CONTACT

If anyone has any concerns or questions in relation to this policy they should contact the
Director of Finance via fd@Haberdashers.co.uk in the first instance.
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